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ARIRANG
Decription of ARIRANG

SHA-3 candidate ARIRANG

m One of the first round SHA-3 candidates

m Designed by a team from Center for Information Security
Technologies (CIST), Korea University:
Donghoon Chang, Seokhie Hong, Changheon Kang, Jinkeon Kang, Jongsung
Kim, Changhoon Lee, Jesang Lee, Jongtae Lee, Sangjin Lee, Yuseop Lee,
Jongin Lim, Jaechul Sung

m Design mixing parts from AES-based (S-box, MixColumn)
and RAX designs (word rotations)

m Step function similar to an earlier design FORK-256
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ARIRANG

Decription of ARIRANG
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ARIRANG

Decription of ARIRANG

Compression function

step 1 Wo0), Wo(1)
step 2 Wo(2), Wo(3)
message
expansion
step 20 Wo(38) Wo (39
step 21 We 40y We(a1)
step 22 Wo(42) We(a3)
step 40 Wo(78) Wo (79
Pany
N>
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ARIRANG
Decription of ARIRANG

Message expansion

Generate 16 more words as linear combinations of Mg, ..., M5

Pick (with repetitons) 80 words out of the 32 words obtained in
the previous step

a(i) o(i)

16,17 24,25
Wi — (Mg & M1y & My & Mis & Ko) K 1o (2):%, ﬁ?
W7 < (Mg & M1g @ M1z & My @ Ky) K1y 45 0.9
Wig < (M1 @ M3 & M5 & M7 & Kp) < 1z 6 7 211
Wig < (Mo & My & My & Mg & K3) K 13 1819 | 26.27
Wop « (M14 © Mg © M1p @ Mg @ Kg) K g 8.9 413
Wa1 < (M13 & My & M7 & My3 @ Ks) <1y 1011 | 6 15
Wap — (Mg & M1p & Mp & Mg & Kg) << 1 12,13 | 81

Wogz «— (M3 @& Mg @& My5 & Ms @ K7) < 13 . 14 15 10,3

Mo..-oMis  — Wag «— (M13 @ M15 @ My & M3 @ Kg) K 1o 5051 1 28 29
W5 «— (Mg © Mg & Mg & Mg @ Kg) < 1y 36 79
Wog < (M5 & M7 © Mg & M3 @ Kypp) < 12 012 138
Wp7 « (M2 © M1g ©@ Mg & Mp © Kpp) <13 15 2 314
Wag < (M1p © Mg @& Mg @ M1z @ Kpp) <« 1g 58 0.4

Wag < (M35 ©@ Ms @& M13 & My @ Ky3) << 1p
W3p — (My @ Mg @ M1y & My @ Kig) K 12
W3y« (M7 © M13 @ M3 @ Mg @ Ky5) < 13

22,23 30,31
11,14 15,10

1,4 5,0
7,10 11,6
13,0 1,12
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ARIRANG
Decription of ARIRANG

Step transformation

m transforms 8 32-bit words of the state and 8 words of the
expanded message to new state

m uses 32-bit rotations, XORs and a 32 x 32 bit function Gosg
m only non-linear (over F,) part is Gsg

A | B [ & | D | B | FR |G | H |
w fa W,
o(2t) *@sta _>(§9 Goee —% (2t+1)

SEERORY:) »@ 293D
23 K7 4—->D

e T e A A A

A1 [ Bua [ Cia [ Dis | Eiyn [ Fa [ Gia | Hi |
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ARIRANG
Decription of ARIRANG

Function Gasg

32 x 32 composite “megabox”
1 S P T ® 4 bytewise AES S-boxes
m Followed by MDS44
/] S P N transformation (AES
_’\+ S MDS“X“/_’ MixColumn)
ARIRANG-512 uses a similar
sl 5 b L function Gs,, defined on 8 32-
bit words and using MDSgg.
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All-one differences and paths
Attacking ARIRANG Satisfying conditions
Example: Pseudo-collision attack

Basic observations

B MDS44 has fixed points of the form (a, a, a, a)

z z+1 1 1

1 z z+1 1
MDSaxa = | | 1 z z+1

z+1 1 1 z

m S-box differential Oxf f — Oxf f is possible with prob. 27,

m Differential Oxffffffff — Oxffffffff for Gos6 has
probability 2—28

m 512-bit variant: no fixed points for MDS, but still can get
all-ones to all-ones differences
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All-one differences and paths
Attacking ARIRANG Satisfying conditions
Example: Pseudo-collision attack

All-one differences

If we consider only all-one differences:

W,
A,é /GZSG (2t+1)

1 1
[ At [ Btz [ Cipr [ Diss | Eivs | Figr | Gea [ Higa |
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All-one differences and paths
Satisfying conditions
Example: Pseudo-collision attack

Attacking ARIRANG

All-one differences

If we consider only all-one differences:
m rotations in step function do not play any role

—d

Wo (at11)
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All-one differences and paths
Satisfying conditions
Example: Pseudo-collision attack

Attacking ARIRANG

All-one differences

If we consider only all-one differences:
m rotations in step function do not play any role

Gase & [Gase &

Ws (at11)
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All-one differences and paths
Attacking ARIRANG Satisfying conditions
Example: Pseudo-collision attack

All-one differences

If we consider only all-one differences:
m rotations in step function do not play any role
m we can replace G,sg with identity (with prob. 2-28)

e Ws (at11)

Gase —&
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All-one differences and paths
Attacking ARIRANG Satisfying conditions
Example: Pseudo-collision attack

All-one differences

If we consider only all-one differences:
m rotations in step function do not play any role
m we can replace G,sg with identity (with prob. 2-28)

W, 2y —& Wo(at41)
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All-one differences and paths
Attacking ARIRANG Satisfying conditions
Example: Pseudo-collision attack

All-one differences

If we consider only all-one differences:
m rotations in step function do not play any role
m we can replace G,sg with identity (with prob. 2-28)
m One register can be represented as a single bit

_ A [ B [ C [ D | Ee [ R | G [ H |

W, 2y —& Wo(at41)
) )

1 1
[ At [ Biys [ Ciyt [ Digs | Biss | Fiys | Giga [ Higa |
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All-one differences and paths
Attacking ARIRANG Satisfying conditions
Example: Pseudo-collision attack

All-one differences

If we consider only all-one differences:
m rotations in step function do not play any role
m we can replace G,sg with identity (with prob. 2-28)
m One register can be represented as a single bit
m Linearized model has 8 + 16 variables: we have 224 paths

_ A [ B [ C [ D | Ee [ R | G [ H |

W, 2y —& Wo(at41)
) )

1 1
[ At [ Biys [ Ciyt [ Digs | Biss | Fiys | Giga [ Higa |
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All-one differences and paths
Attacking ARIRANG Satisfying conditions
Example: Pseudo-collision attack

Satisfying conditions

To eliminate probabilistic behaviour, we want to set inputs of
active G5 to “good” values.

m We have full control over words W, ..., W35

m Through linear combinations, we have some control over
words Wyg, ..., W3,

m For semi-free-start collisions and pseudo-collisions, we
additionally have control over initial values Vo, ..., IV7
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All-one differences and paths

Attacking ARIRANG Satisfying conditions

Example: Pseudo-collision attack

Ag Bo Co Do Eo Fo Go Ho
Wg, Wy Wg, Wio
= Wi —>4 W7 <
Wiz, W1s 16 g Y 13 Y 29 177 Wyp, Wiy
] |§ B H ﬁ@»{ !
5 s
A1 By C1 > E; F1 Gy Hy
Wo —>D W
0 Y 13 ’s v 29 , '
5 S
Az By C2 D, E; F2 Gy Ha
Wy —b W3
D 13 23 5 29 -
5 S
Az B3 Cs D3 E3 F3 G3 Hz
Wy —b Ws
D 13 23 5 29 -
KD S
Ay By Cq Dy = Fy Gy Hy
Wg —>d w.
e L, 13 » y 20 , 4
e G (! e G (!
S 3
I T 1 7 T
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Example: Pseudo-collision attack

Ag Bo Co Do Eo Fo Go Ho
Wg, Wy Wg, Wio
= Wi —>4 W7 <
Wiz, W1s 16 g Y 13 Y 29 177 Wyp, Wiy
] |§ B H ﬁ@»{ !
5 s
A1 By C1 > E; F1 Gy Hy
Wo —>D W
0 Y 13 ’s v 29 , '
5 S
Az By C2 D, E; F2 Gy Ha
Wy —b W3
D 13 23 5 29 -
5 S
Az B3 Cs D3 E3 F3 G3 Hz
Wy —b Ws
D 13 23 5 29 -
ﬁ‘l #M —K g
KD T;‘ S
Ay By Cq Dy = Fy Gy Hy
Wg —>d w.
e L, 13 » y 20 , 4
e G (! e G (!
S 3
I T 1 7 T

11/17



Attacking ARIRANG

All-one differences and paths

Satisfying conditions

Example: Pseudo-collision attack

Wy, Wy
Wiz, W1s

Ao Bo Co Do Eo Fo Go Ho
Wig —d
= e ¢ L, 13 ” L 29 ,
5 —c
Ay By Cy Dy Ey Fy Gy Hy
Wo —4
0 ¢ Y 13 ’s v 29 ,
5 K4
Az B Cz D, =) Fa Gy Ha
Wy —4
2 ¢ L 13 ”s L 29 ,
5 S
A3 B3 Cs D3 # E3 F3 G3 H3
Wa ¢ 13 29
D D
- ﬁﬂ»@ 23 G N
S %;‘ S
Ay By Cq Dy ; = Fy Gy Hy
W —b
yo13 _— L 29 7
00 00—l
[ T o o B T o

Wg, Wio
=
T Wy, Wiy

Wy

W3

Ws

Wy
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Attacking ARIRANG

All-one differences and paths

Satisfying conditions

Example: Pseudo-collision attack

Wy, Wy
Wiz, W1s

Ao Bo Co Do Ep Fo Go Ho
= Wig — 13 29
(s S E R s T
A By Ca D1 Ey F1 Gy Hy
Wo —% Y 13 v 29
et s | [OpkEd
Az B Cz D =] F2 €] Ha
Wo —% L 13 ”s L 29 ,
Ag By Cs Ds Es Fs Gs Ha
Wa —0 L 13 ”s L 29 ,
»Dﬁﬂ»@ 0 @ﬁ@»{ i
Ay By Cq Dy = Fy Gy Hy
Wo — L, 13 » y 20 ,
P d Py S Y
= = = = =

Wg, Wio
=
T Wy, Wiy
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All-one differences and paths
Attacking ARIRANG Satisfying conditions

Example: Pseudo-collision attack

Ag Bo Co Do Eo Fo Go Ho
Wy, W1 Wg, Wio
= Wi —>¢ Wy <
Wiz, W1s 16 P 177 Wyp, Wiy

11/17



All-one differences and paths

Attacking ARIRANG Satisfying conditions
Example: Pseudo-collision attack

Satisfying conditions

m If we can use initial values, conditions in steps 1-4 are
always possible

m Depending on the number of active G, usually we can
correct around 16-18 steps

m Might be possible to correct 20 steps in some cases
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All-one differences and paths
Attacking ARIRANG Satisfying conditions
Example: Pseudo-collision attack

Pseudo-collision path: steps 1 -5

We, Wyg, e Ag Bg Co Do Eo Fo Go Hp Wap < W, Wyg,
Wi3, Wis Y 13 Y 29 W12, Wiy
23 N

A1 By C1 > E; F1 Gy Hy
W, W
0 13 ”s L 29 , '
*l g@*@
g GG

F2 Gy Ha

13 29
23 7
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N
(¢
N
o
N
m
N

Wa W3
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Attacking ARIRANG

All-one differences and paths

Satisfying conditions

Example: Pseudo-collision attack

Pseudo-collision path: steps 6 — 10

Wq, W3,
Ws, W7

&

Wio —4

Bs Cs Ds 3 Es Fs Gs Hs
Wig <=
13 5 29
23 7
- —
As Bg Ce De Eg Fe Gg He
Wy
5 13 29
b K4
—
A7 B7 Cr D7 E7 F7 Gy H7
D W1y
5 13 D 29
‘e B o




All-one differences and paths
Attacking ARIRANG Satisfying conditions
Example: Pseudo-collision attack

Pseudo-collision path: steps 11 — 15

W W, A1o Big Ci0 Dio Eio Fi0 Gio Hio Wor W
14 War oy, Way <« W11, W1,
Wig, Wo Y 13 & 29 W7, W13




All-one differences and paths
Attacking ARIRANG Satisfying conditions
Example: Pseudo-collision attack

Pseudo-collision path: steps 16 — 20




All-one differences and paths
Attacking ARIRANG Satisfying conditions
Example: Pseudo-collision attack

Pseudo-collisions for ARIRANG-224/384

v M

stepl ] m single message block

sep2 m can use 14 message
messege words, last two for

exp%’msion paddlng

B message corrections:
12 active Gysg in steps
2—18, complexity ~ 223

m register H discarded for
ARIRANG-224/384

m pseudo-collision for the
complete hash function
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Conclusions

Summary of results

Compression function
Result Complexity | Example
32-bit near-collision for full ARIRANG-256 compress 1 Y
64-bit near-collision for full ARIRANG-512 compress 1 Y
26-step (out of 40) collision for ARIRANG-256/512 1 Y
Hash function
Result Complexity | Example
pseudo-collision for full ARIRANG-224/384 hash 221 Y
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Conclusions

Lessons learnt

m Double feed-forward may not be a good idea
m Very simple message expansion can be a weakness

m All-one difference analysis may be useful for designs
mixing AES parts with rotations, XORs
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Conclusions

Thank you!
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