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Abstract

We propose a new block cipher, DEAL, based on the DES (DEA). DEAL has
a block size of 128 bits and allows for three key sizes of 128, 192, and 256 bits
respectively. Our proposal has several advantages to other schemes: because of the
large blocks, the problem of the “matching ciphertext attacks” is made small, and the
encryption rate is similar to that of triple-DES. We conjecture that the most realistic
(or the least unrealistic) attack on all versions of DEAL is an exhaustive search for
the keys. We have suggested ANSI to include DEAL in the ANSI standard X9.52.
We also suggest DEAL as a candidate for the NIST AES standard.

1 Introduction

The DES (or DEA) [14] is a 64-bit block cipher taking a 64-bit key, of which 56 bits are
effective. It is an iterated 16-round cipher, where the ciphertext is processed by applying
a round function iteratively to the plaintext. The DES has a so-called Feistel structure: in
each round one half of the ciphertext is fed through a non-linear function, and the output
XORed to the other half of the ciphertext, after which the two halves are swapped.

The key size of the DES has become too small for today’s applications. Wiener [18, 19]
showed that at the cost of about one million US$ it is possible to construct a dedicated
hardware device, capable of performing an exhaustive search of a DES key in expected
time less than an hour. Also, recently it was demonstrated that even in software a 56-bit
key does not provide sufficient protection, when a DES key was found by exhaustive search
using implementations distributed on the Internet.

However, the problem of the small key size was pointed out already shortly after the
publication of the DES [6]. Therefore, often the DES is used in a triple encryption scheme,
where a plaintext is encrypted thrice with 3 independent keys, called triple-DES. In another
variant, called two-key triple DES, the plaintext is first encrypted with a key K1, then
decrypted with a key K2, and finally encrypted again with key K1 [16]. However, the
block size of 64 bits makes these proposals vulnerable to the matching ciphertext attack,
which is based on the fact that for most modes of operations for the DES [15] after the
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encryption of 233 blocks, equal ciphertext blocks can be expected and information is leaked
about the plaintexts [5, 9, 12]. Also, triple-DES with three independent keys is vulnerable
to a related-key attack [7] with a running time about the same as the time of an exhaustive
search over one DES-key.

The American National Standards Institute (ANSI) committee X9.F.1 is working on
adopting a suite of modes for triple encryption with the DES [20]. One of these modes
is the Triple DES Cipher Block Chaining (TCBC) mode, where the feedback block is the
ciphertext block after 3 DES encryptions, also called the outer-CBC mode. However, this
mode is vulnerable to the matching ciphertext attack. Therefore it has been suggested to
use triple-DES in a ciphertext block chaining mode with internal feedback, also called the
inner-CBC mode, where the feedback is done after each single DES encryption. Although
this mode is not as vulnerable to the matching ciphertext attack, efficient key-recovery
attacks can be mounted running in time much less that one would expect for a triple
encryption scheme [1].

In [5, 4] Coppersmith, Johnson, and Matyas propose the CBC with OFB Masking
(CBCM) mode of operation for triple-DES. Wagner [5] cryptanalysed an early proposal,
which led to the current design, where only 2% values are allowed for one of the two initial
values. The CBCM is not vulnerable to the matching ciphertext attack and the level of
security is a conjectured 2%°. The disadvantage of the proposal is, that it uses 4 DES
encryptions using three different DES keys to encrypt one 64-bit plaintext block. Recently,
Biham and Knudsen showed that the DES used in the CBCM mode is vulnerable to a
chosen ciphertext attack, which uses a chosen ciphertext consisting of 2%° blocks with time
complexity 28 [2].

Our proposal is an r-round Feistel cipher, which uses the DES in the round function.
The result is a 128-bit block cipher with 7 - 64 bits of round keys, which are derived from
the user-selected key in a key schedule algorithm. The key schedule is designed to accept
keys of three different lengths, namely 128, 192, and 256 bits. For the first two key sizes,
we recommend to use 7 = 6 and for 256 bit keys to use r = 8. Later in the paper we
explain why we recommend r > 6. Note, that unlike for the DES, all key bits input to
DEAL are effective, and we do not make use of parity check bits. An exhaustive search
for the key is clearly infeasible in any of the variants, see e.g., [3] for discussions about
key sizes. Also, the matching ciphertext attack needs an input of about 2%* ciphertext
blocks to succeed. Our proposal is as fast as triple-DES in that it uses six encryptions to
encrypt two 64-bit plaintext blocks and moreover, it can be implemented using existing
DES implementations.

The National Institute of Standards and Technology (NIST) recently announced that
they intend to standardize a new encryption algorithm, the Advanced Encryption Standard,
as a replacement for the DES [13]. NIST realises that it will be several years before the
AES will be ready and that they intend to recognize the “Triple DES algorithm once
it is approved as an ANSI standard” [13], which makes the ANSI initiative even more
important.



2 DEAL

DEAL (Data Encryption Algorithm with Larger blocks) is a 128-bit block cipher with a
choice of 128-bit, 192-bit, and 256-bit keys, hereafter denoted DEAL-128, DEAL-192, and
DEAL-256, respectively. All versions can be used in all four standard modes of the DES
[15]. We begin by describing how DEAL works in the ECB mode. Let C = Ep(A) denote
the encrypted value of 64-bit A using the DES with key B and let Y = FAz(X) denote the
encryption of 128-bit X using DEAL with key Z. The plaintext P is divided into blocks F;
of 128 bits each, P = P, P, ..., P,. The key schedule takes the key K and returns » DES
keys RK; for i = 1,...,r, as described later. Let X¥ and X% denote the left respectively
right halves of X. The ciphertexts are computed as follows. Set X} = PF, X = PE and
compute for j=1,...,r

XjL = ERK,-(Xﬁl)@Xﬁl (1)
Xt = X, (2)
Set C; = XF||XE. See Fig. 1 for one round of DEAL. For DEAL-128 and DEAL-192 we
Xt XF,
ERKJ '\'
Xi Xjt

Figure 1: One round of DEAL.

suggest to use 6 rounds, that is r = 6. However, as we will see later, this may not be
sufficient for DEAL-256 for which we suggest to use 8 rounds, » = 8. We imagine that the
version with 256-bit keys is used only when very strong encryption is required.

Note that the swapping of the halves in the last round of DEAL is not omitted. The
reason for this is: the right half of the ciphertext C; is not encrypted in the last round of
the ith encryption, and only the left half of the input to the 7 4+ 1st encryption, that is
C; ® P;11, is encrypted in the first round. Thus, the right half of C; remains unencrypted
for two rounds. This might give an attacker room to play, since the cipher consists of only
six or eight rounds. Note that a similar property holds for the DES when used in the CBC
mode. However, since the DES has 16 rounds, this seems to be harder to exploit. Let us
note that the swapping of the halves in the last round has no effect on the security of the
block cipher when used in the ECB mode.

The CBC mode works as specified in [15]. That is, let the 128-bit plaintext blocks be
denoted Py, P, ..., P, and denote by C1,Cs, ..., C, the corresponding ciphertext blocks.
Then

Ci=FAx(Cio1 @ B),
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where Cj is an initial value.

In the DES an initial permutation I P is first applied to the plaintext and similarly,
before output, the ciphertext is fed through 7P}, the inverse of IP. It is possible to speed
up an implementation of DEAL by removing these initial and final permutations from the
DES implementation. It is an easy exercise to show that to get a correct implementation
of DEAL, IP must be applied to both plaintext halves before encryption and IP~! must
be applied to both ciphertext halves.

The key schedule of DEAL takes as input s keys, Ki,..., K, for s = 2,3,4, each K;
of 64 bits and returns r DES keys, RK;. We use a general method which applies to all
three key sizes. First expand the s keys to r keys, by repetition, and XOR the keys with
a new constant for every repetition. Encrypt the expanded list of keys using the DES in
CBC mode with a fixed key and with the initial value set to zero. The resulting ciphertext
blocks form the subkeys RK;. In the following we give the precise definition of each of the
three key schedules, where K = 020123456789abcde f, (hex notation) is a fixed DES-key.

In DEAL-128 the subkeys are generated as follows:

RK, = Ex(K)),

RK, = Ex(K»® RK3),

RK; = Ex(K,® (1)® RK,),
RK, = Ex(K,® (2)® RK),
RKs = Ex(Ki® (4)® RK,),
RKs; = Ex(K,® (8)® RKs).

where (i) is a 64-bit ordinal string indexed from 0 in which the i-1th bit is
set and all the others are cleared. As an example, (1) may be represented by
“8000000000000000,” (hex).

In DEAL-192 the subkeys are generated as follows:

RK, = Ex(K,),

RK, = FEg(K,® RK,),
RK; = FEg(Ks;® RK>),
RKy = Ex(K:® (1)® RK;),
RK; = Ex(K,® (2)® RK,),
RKs = Ex(Ks® (4)® RK;).

These versions of the key schedule require 6 DES key schedules and 6 DES
encryptions with a fixed key. The subkeys have to be computed only once if
they are subsequently stored.

In DEAL-256 the subkeys are generated as follows:
RKl - EK(K1)7
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RK, = Ex(K:® RK)),
RK; = Eg(K;® RK,),
RKs; = Ex(K4s® RKj3),
RKs = Eg(K;®(1)® RKy),
RK¢ = Ex(K:® (2) ® RK5),
RK; = Eg(K;® (4) ® RKs),
RKy = Ex(K;® (8)® RK;).

This version requires 8 DES key schedules and 8 DES encryptions with a fixed
key.

Note that for all versions of the key schedule the 64-bit quantities RK; are used as DES-
keys, therefore the parity bits of RK; are not used in the ith round. However, all 64
bits of RK;, as output from the encryption with K, are used as feed-forward value in the
generation of the subsequent subkey.

The design principles of the key schedule are, first, the subkeys should depend on
many master key bits, but without requiring too much work, second, on input s 64-bit
(master)keys, any s consecutive subkeys should have an entropy of 56 - s bits, and finally,
there should be no obvious related and weak keys and the complementation property should
not hold. Note that the latter two problems are present in the DES and all three are present
in triple-DES. We note that it might be possible to find a few pairs of keys which generate
the same set of subkeys. However, the number of such keys are expected to be so small
that they pose no threat for DEAL when used for encryption.

The offsets (i) are introduced to avoid weak keys. If they are not present, there exist
keys for which all subkeys are equal. E.g., for DEAL-128 the keys K; = Ky = Dg(0)
would generate 6 subkeys all with value zero. Together with the offsets the encryptions
with a fixed key avoid the existence of weak and related keys and the complementation
property.

There are several possible alternatives to the above structure of DEAL. Instead of the
Feistel structure one could use the structure of MISTY, first described in [11], which allows
for a higher degree of parallelism (in hardware). However, this structure is rather new and
has not been extensively analysed. Another possibility is to use DEAL in “DES-X” mode
[8], where an additional key is XORed to the plaintext and to the ciphertext. Alternatively,
instead of using DES in the round function, one could use DES-X. The drawback of the
latter two suggestions is that more subkeys would need to be generated and thus the key
schedule of DEAL would become more complex.

2.1 Security of DEAL

What can we say about the security of DEAL in general? First note that for DEAL with
6 respectively 8 rounds a simple meet-in-the-middle attack (similar to the one on double-
DES [6, 17]) will find the keys in the time of about 2% respectively 2%2* encryptions,



independent of the key schedule. For DEAL-192 this attack is faster than an exhaustive
search for the key, but also requires a very large memory. Nevertheless, we suggest to do
at least 8 rounds of encryption for DEAL-256.

The fastest known key-recovery attack on DEAL (with 6 rounds), that we are aware
of, is the general attack on 6-round Feistel ciphers of [10], which applied to DEAL requires
about 22! DES-encryptions using about 27 chosen plaintexts, which works for any key
schedule. In the following a difference of two bit strings is defined as the bitwise XOR, of
the strings.

Proposition 1 There is an attack on siz-round DEAL with independent round keys, which
requires about 2'*' DES-encryptions using about 27 chosen plaintexts.

Proof: Consider a 5-round version and a pair of plaintexts with difference o # 0 in the
right halves and with equal left halves. Assume that the ciphertexts after 5 rounds have a
difference of « in the left halves and are equal in the right halves. This necessarily means
that the two inputs to the DES (in the round function of DEAL) are equal both in the
first and the fifth rounds. Subsequently, the difference in the inputs to the DES in both
the second and fourth rounds are a. But this necessarily means that the outputs of the
DES in the third round are equal, which again means that the inputs to the DES in the
third round are equal. This leads to a contradiction, since this means that the outputs of
the DES in both the second and fourth round must be equal, which is not possible, since
the inputs are assumed not to be equal. So the assumption that the ciphertexts after 5
rounds have differences o and zero in the left respectively right halves was wrong. In other
words, we have defined a 5-round differential with probability zero. This can be used to
attack DEAL.

The attack goes as follows. Choose 25* plaintexts with a fixed left half and variable right
half, say P, = (L, X;) for i = 1,...,2%. Let C; = (Z;, W;) denote the corresponding
ciphertexts. Compute X; @ W; and find matches X; ® W; = X; ® W, for ¢ # j. One can

64
expect about 2% such matches, since ( 22 ) J264 ~ 28 et a = X; ® X; = Wi © W;.

For all these matching pairs and for all values of the key in the sixth round decrypt the
ciphertexts one round. If the differences in the ciphertext halves after 5 rounds are o and
zero, the guessed value of the key is wrong. Note that for the correct value of the key in
the sixth round one never obtains these differences after the fifth round, but for wrong
values of the key this will happen with probability 2764 for each analysed pair. Thus with
2% pairs about half of the keys will have been discarded. By repeating the attack 56
times, only a few values of key in the sixth round will be left suggested. Totally the attack
requires 56 - 264 ~ 270 chosen plaintexts, (2% + 2% + 2% + .. +2+1).264 ~ 257.264 = 212
DES-encryptions, and 2% words of memory. O

The above attack applied to DEAL-192 is faster than an exhaustive search for the key,
although the prerequisites are very unrealistic. If an attacker should succeed in getting 2%
or more pairs of plaintexts and ciphertexts, the matching ciphertext attack would come
into play and a bigger block cipher is needed anyway. The best known attack on DEAL-128



is an exhaustive search for the key taking the time of about 22 encryptions. We have
found no attack on DEAL with 8 rounds better than the meet-in-the-middle exhaustive
key search attack described above. There may be a faster attack, for example a clever
extension of the above attack on 6 rounds, but such an attack will require unrealisticly
many chosen plaintexts and an unrealistic amount of memory.

The attack on 6 rounds gives the explanation of our recommendation of r > 6 for
DEAL. With r <5 it is possible to specify differentials with probability zero. That is, for
certain differences in a pair of plaintexts, other certain differences in the pair of ciphertexts
are not possible. First of all, such a property is not present in any of the modern block
ciphers, secondly, such differentials can be used in key-recovery attacks with complexity
of about 288 for DEAL with only 5 rounds [10]. (Note that this attack is only an upper
bound of the security level).

We close this section by summing up the features of DEAL.

e DEAL has a 128-bit block size and allows for key sizes of 128, 192, and 256 bits.

The matching ciphertext attack requires about 2% ciphertext blocks.

No known, feasible attacks.

DEAL with 6 rounds is as fast as triple-DES.

e DEAL can be used in the standard modes of operation.

e DEAL can be implemented using existing DES-hardware or DES-software.

e There are no obvious weak keys and the complementation property does not hold.

Let us finally note, that because of the rather complex key schedules, DEAL is probably
not practical for use in hash functions.

3 Concluding Remarks

We described a block cipher, DEAL, with 128 bit blocks and 128-bit, 192-bit, and 256-bit
keys, as an alternative to the existing triple encryption modes. DEAL can be used in all 4
standard modes developed for the DES. For the first two key sizes the scheme encrypts two
64-bit plaintexts using six DES encryptions, thus has a performance equal to triple-DES.
DEAL with 8 rounds (with a key size of 256 bits) performs equally to the CBCM mode
used with DES. Because of the large key and block sizes, exhaustive key search and the
matching ciphertext attack are infeasible. In addition, the weaknesses of the DES and
triple-DES are avoided. There are no obvious weak keys, the complementation property
does not hold, and the related key attacks are very unlikely to succeed. We recommend
that ANSI adopts DEAL as part of [20]. Also, we suggest DEAL as a possible candidate
for the Advanced Encryption Standard [13].
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